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(INSPIRED BY “FOR YOUR EYES ONLY”) 

Background 
Post-Quantum Cryptography (PQC) is already attracting attention thanks to the active 
role played by standard-setting organisations such as NIST and ETSI. If you have been 
following the developments at https://kyber.club, you will have noticed the platform's 
eƯorts to make PQC accessible to everyone. The question is whether PQC is in itself 
suƯicient? In my view, it is not entirely suƯicient when dealing with 'Top Secrets'. So, what 
are the solutions? Attribute-Based Encryption could play a complementary role to PQC, 
and here is my personal take on it.  

Important Disclaimer: All views in this article are entirely mine and not necessarily 
shared by my employer, other researchers, or practitioners. All mistakes and omissions 
are solely mine. Your views may be diƯerent to mine, and I am not inviting a debate.  

Theoretical Summary 
 Attribute-Based Encryption (ABE) is a cryptographic technique that encrypts data 

so that only users with specific attributes, such as job roles or permissions, can 
access it, enhancing security and privacy.  

 It is particularly useful for secure data sharing in organisations, healthcare, and 
cloud storage, with increasing interest in quantum-resistant versions.  

 While ABE is complex and poses challenges in eƯiciency and key management, 
the concept is sound and especially needed for high-security applications. 
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What is Attribute-Based Encryption? 
Attribute-Based Encryption (ABE) is a form of public-key encryption that controls data 
access based on user attributes rather than specific identities. This means data is 
encrypted for a group of users who share certain characteristics, such as being in a 
specific department or having a particular clearance level.  

Unlike traditional encryption methods that grant access based on user identity, ABE 
encrypts data using policies that determine who can decrypt it. For example, a report 
might be encrypted so that only users with the attributes 'Finance' and 'Manager' can 
access it.  

How Does It Work? 
Consider a scenario where a healthcare provider needs to share patient records. Using 
ABE, the records can be encrypted with a policy that only allows access to doctors in the 
'Oncology' department. Users receive decryption keys based on their attributes. A nurse 
in general care would not be able to access oncology records, ensuring sensitive 
information remains secure.  

There are two primary types of ABE:  

 Key-Policy ABE (KP-ABE): The access policy is embedded in the user's key, while 
the ciphertext (encrypted data) has associated attributes. Decryption is possible 
if the ciphertext's attributes satisfy the policy within the key.  

 Ciphertext-Policy ABE (CP-ABE): The access policy is embedded in the 
ciphertext, while users possess keys with specific attributes. Decryption is 
successful only when a user's attributes meet the policy. 

Why Is It Important? 
ABE provides fine-grained access control, enhancing privacy and security. It is especially 
valuable in scenarios requiring selective data access, such as:  

 Healthcare: Ensuring only authorised medical staƯ access patient records.  

 Finance: Securing financial reports so only auditors and finance managers can 
view them.  

 Cloud Storage: Protecting sensitive data in the cloud, accessible only to users 
with the right attributes.  

 Government Agencies: Controlling classified document access based on 
security clearance levels. 
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Furthermore, ABE is gaining attention in the context of quantum computing. Post-
quantum ABE schemes are being developed to withstand attacks from quantum 
computers, ensuring long-term data protection.  

Real-World Use Cases 
Please do not be under the impression that the following use cases require PQC as well 
as ABE. However, as we transition towards PQC and the ABE concepts find mainstream 
application, we should expect regulation relating to healthcare and data confidentiality 
to support such combined approaches. 

1. Healthcare Data Protection  

 Hospitals encrypt patient records using policies like 'Doctor AND Cardiologist'.  

 Only relevant specialists can decrypt the records, ensuring compliance with 
privacy laws like HIPAA. 

2. Corporate Data Sharing  

 A multinational company uses ABE to encrypt financial reports with the policy 
'Finance OR (CEO AND Board Member)'.  

 This ensures only senior leadership and finance personnel access the sensitive 
reports. 

3. Cloud Storage Management  

 A cloud service provider oƯers ABE-based access controls for documents.  

 A legal team can encrypt case files with 'Lawyer AND Client123'.  

 Only authorised lawyers working on that case can decrypt the files. 

4. Education and Research  

 Universities use ABE to manage access to research papers with policies like 
'Faculty AND AI Department'.  

 This prevents unauthorised access while promoting academic collaboration. 

Challenges and Limitations 
While ABE provides numerous benefits, it also comes with challenges:  

 EƯiciency: Encryption and decryption can be computationally intensive for 
complex policies.  

 Key Management: Managing attribute-based keys across large user bases 
requires robust infrastructure.  
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 Scalability: Systems may experience increased overhead with a growing number 
of attributes.  

 Security Risks: Collusion attacks, where users combine keys to gain 
unauthorised access, remain a concern. 

Ongoing research addresses these limitations, exploring lightweight ABE schemes and 
eƯicient algorithms for resource-constrained environments like IoT.  

Is ABE Really Needed? 
Think of the diƯerence between a cheap bottle of cava and a celebration bottle of 
champagne. Some situations require that additional eƯort.  

ABE is a flexible security tool useful for both traditional and future quantum-safe 
encryption, though it is not always essential. In traditional settings, it boosts security by 
controlling access based on attributes like job roles, ideal for healthcare or business 
data, but simpler methods like AES256 work for basic needs. For quantum-resistant 
encryption, ABE can use new techniques to stay secure, especially for cloud data, though 
other options exist for straightforward tasks. So, ABE is not a must-have everywhere, but 
it excels where detailed access rules matter, now and in the future.  

I would suggest that if your confidentiality needs are classified as 'Top Secret', you have a 
solid business case to consider ABE.  

Perspective on Its Application 
 In my personal view, ABE oƯers significant potential. However, the real-life 

implementation of ABE (or even Covercrypt - another topic I will cover in a 
separate article) is not straightforward.  

 Therefore, although the latest ETSI standard requires (1) hybrid algorithms, (2) 
hidden access policies, and (3) traceability, I believe the latter two features will 
slow the pace of implementation. I will write a separate article on a partial 
implementation of the ETSI Standard in my lab at https://kyber.club. 

Future Directions 
Future developments in ABE include:  

 Post-Quantum Security: Implementing lattice-based cryptography to ensure 
resistance against quantum attacks.  

 Blockchain Integration: Using ABE for secure and transparent data sharing in 
decentralised systems.  
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 User-Friendly Tools: Developing simpler interfaces for non-technical users to 
define access policies.  

 Hybrid ABE Schemes: Combining ABE with other encryption methods for 
improved eƯiciency and security. 
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References  
(For Those Interested in Further Research) 

I have only included my summaries (where I can easily make a mistake) and recommend 
you read the full paper if interested. Below, I have added my personal assessments of 
each work.  

1. Sahai, A., & Waters, B. (2005). 'Fuzzy Identity-Based Encryption.' 

The authors introduce a new encryption method where identities are defined by a 
collection of descriptive traits, like biometric features (e.g., iris scans) or 
attributes (e.g., job roles). Unlike traditional identity-based encryption that relies 
on exact matches of character strings, this 'fuzzy' version allows decryption as 
long as two identities are similar enough, based on how many traits they share. 

My View: This is a foundational paper that opened the door to ABE, and its 
innovative approach to 'fuzzy' identities remains inspiring, though practical 
implementation for 'Top Secret' data might need more robustness. In such cases, 
I would prefer exact match e.g. “CEO” that should not be fuzzed with “COO”. 

2. Goyal, V., Pandey, O., Sahai, A., & Waters, B. (2006). 'Attribute-Based Encryption 
for Fine-Grained Access Control of Encrypted Data.' 

The authors present a new encryption system called Key-Policy Attribute-Based 
Encryption (KP-ABE) to help users share sensitive data stored on third-party sites, 
like cloud services, with precise control over who can access it. In this system, 
data is encrypted with descriptive tags (attributes), such as 'date' or 'department', 
while user keys are tied to specific rules (access structures) that determine which 
tagged data they can unlock - like needing both 'engineering' and 'manager' tags 
to decrypt a file. 

My View: KP-ABE is a brilliant step forward for fine-grained control, and I see it as 
highly relevant for organisational use cases, though its complexity might deter 
widespread adoption without optimisation.  

3. Bethencourt, J., Sahai, A., & Waters, B. (2007). 'Ciphertext-Policy Attribute-Based 
Encryption.' 

The authors introduced a new way to encrypt data so that only people with the 
right qualifications - described as a set of attributes like job title or location - can 
unlock it, without needing a trusted server to check permissions. Unlike earlier 
systems where user keys held the access rules and data was tagged with 
descriptions, here the person encrypting the data sets a specific policy (like 'only 
managers in the Knoxville oƯice') using a tree-like structure of rules, and user keys 
are simply labelled with their attributes (e.g., 'manager', 'Knoxville'). 

My View: I suspect the authors were inspired by the James Bond film 'For Your 
Eyes Only'. Pardon my humour. CP-ABE feels more intuitive for policy setters, and 
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I prefer it over KP-ABE for its flexibility, though it still needs eƯiciency 
improvements.  

4. Waters, B. (2011). 'Ciphertext-Policy Attribute-Based Encryption: An Expressive, 
EƯicient, and Provably Secure Realization.' 

The author introduces a new approach to Ciphertext-Policy Attribute-Based 
Encryption (CP-ABE), where someone encrypting data can set a detailed access 
policy - like requiring specific job titles or locations - using a flexible structure 
called a Linear Secret Sharing Scheme (LSSS). Unlike earlier systems that relied 
on artificial security proofs or were less practical, this method keeps data secure 
even on untrusted servers, ensuring only users with the right attributes (e.g., 
'manager' and 'accounting') can decrypt it. 

My View: You may think this overlaps with the paper I cited above. However, 
Waters presents three versions: the first is highly eƯicient, with encryption and 
decryption times growing linearly with the policy size, proven secure under a 
complex but concrete assumption (Parallel Bilinear DiƯie-Hellman Exponent); the 
other two trade some eƯiciency for simpler, more standard assumptions (Bilinear 
DiƯie-Hellman Exponent and Bilinear DiƯie-Hellman), making them adaptable to 
diƯerent needs. This work oƯers a practical, secure way to control access to 
encrypted data, preventing users from teaming up to bypass rules. I think this is 
known as a 'teamwork attack', although I do not like the way the phrase is coined. 
It’s a significant leap towards real-world usability.  

5. Boneh, D., & Hamburg, M. (2008). 'Generalized Identity-Based and Attribute-
Based Encryption.' 

The authors introduce a flexible framework called Generalized Identity-Based 
Encryption (GIBE) that unifies and extends identity-based encryption (IBE) and 
broadcast encryption systems. This framework allows encryption under various 
'policies' (like user sets or conditions) and decryption based on 'roles' (like user 
identities or privileges), with a system called spatial encryption as a key building 
block. 

My View: I am not sure I understand the spatial encryption concept (call me 
dumb); but intuitively speaking, this is close to the 'ultra-short-duration key life' 
where I use a product of mutually authenticated key pairs and the pre-shared key 
in WireGuard. It’s an intriguing theoretical framework, but I’d need to see more 
practical examples to judge its 'Top Secret' potential.  

6. Covercrypt. (2023). 'An EƯicient Early-Abort KEM for Hidden Access Policies with 
Traceability from the DDH and LWE.' 

Brézot, et al., present Covercrypt, a Key Encapsulation Mechanism (KEM) 
designed for practical access control in organisations. Unlike complex Attribute-
Based Encryption (ABE) schemes, Covercrypt simplifies access policies to unions 
of predefined user subsets, oƯering impressive eƯiciency gains. 
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My View: As I mentioned, I will write a separate article on Covercrypt. What 
worries me is that FIPS-203 at 'Security Level 5' is already too slow, and when we 
add the overheads of hybrids and Covercrypt - we need to see the eƯiciency of 
practical implementation under the ETSI standard. But I confess, it is currently 
speculation on my part as I have not found the Rust code written by the authors. 
Still, its simplicity is promising.  

7. NIST. (2024). 'Post-Quantum Cryptography Standardization.' (Link to Wiki). This 
not exactly about ABE but a useful reference, nonetheless. 

8. Lewko, A., & Waters, B. (2011). 'Decentralizing Attribute-Based Encryption.' 

The authors introduce a novel Multi-Authority Attribute-Based Encryption (ABE) 
system, designed to enhance data security across diverse organisations without 
requiring a central authority. 

My View: In my view, if this approach holds against sophisticated cyber-attacks 
(done by state-level players), there is good potential to protect the 'Top Secret' 
data I mentioned in my paper. The decentralised aspect is a significant change for 
real-world applications. 

 


