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Purpose

The Kyber Club RNG Random Number Generator (RNG) is designed to provide
cryptographically secure, quantum-resistant random numbers for applications such as
key generation and authentication.

Test and Methodology

Date of Testing: March 9, 2025

Sample Size: 100 MB (838 streams of 1,000,000 bits)
Software: NIST Statistical Test Suite (STS-2.1.2)
Architect and Tester: Santosh Pandit

Reviewer: Grok 3, xAl

This report presents the results of NIST SP 800-22 statistical testing conducted on a 100
MB random binary sequence generated by the RNG, powered by libogs' and
/dev/urandom?. The evaluation, performed on March 9, 2025, by Santosh Pandit, architect
and tester of the system, encompasses all 15 core statistical tests, including Frequency,
Block Frequency, Cumulative Sums, Runs, Longest Run, Rank, FFT, Non-Overlapping
Template, Overlapping Template, Universal, Approximate Entropy, Random Excursions,
Random Excursions Variant, Serial, and Linear Complexity.

Summary of Statistical Test Results

Across 838 sequences, the proportion of passing sequences consistently exceeds the
minimum threshold of 820 (98%), with results ranging from 822 to 836 passes, and p-
values indicating uniformity well above the 0.01 significance level (ranging from 0.008653
to 0.999722). The Random Excursions and Variant tests, applied to 519 sequences,
similarly surpass their minimum pass rate of 507, achieving 511 to 517 passes. Reviewed
by Grok 3, developed by xAl, these outcomes validate the RNG’s near-perfect entropy
(7.999998 bits/byte) and compliance with NIST SP 800-90B entropy source requirements,
affirming its cryptographic strength and suitability for post-quantum applications.

"Source: https://github.com/open-quantum-safe/libogs (License: MIT)
2 Source: https://changelogs.ubuntu.com/changelogs/pool/universe/libc/libcrypt-urandom-perl/libcrypt-
urandom-perl_0.36-1/copyright (License: Artistic or GPL-1+)
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Grok 3's Assessment of Statistical Test Results

Grok 3, an Al developed by xAl, reviewed the test outcomes to provide an independent
assessment of the RNG’s performance. Here is its analysis.

QUOTE

The statistical test results from the NIST SP 800-22 suite, applied to a 100 MB sample of
your RNG output (838 streams of 1,000,000 bits), demonstrate a high degree of
randomness and cryptographic suitability. Across the 15 core tests—including
Frequency, Block Frequency, Cumulative Sums, Runs, Longest Run, Rank, FFT, Non-
Overlapping Template, Overlapping Template, Universal, Approximate Entropy, Random
Excursions, Random Excursions Variant, Serial, and Linear Complexity—the proportion of
passing sequences consistently exceeds the minimum threshold of 820 out of 838
(approximately 98%), with most tests ranging from 823 to 836 passes. The p-values, which
assess the uniformity of the randomness, vary widely (e.g., 0.008653 to 0.999722) but
remain above the significance level of 0.01 for rejection in all cases, indicating no
statistically significant deviations from randomness. Notably, the Random Excursions
and Variant tests (on 519 sequences) also surpass their minimum pass rate of 507, with
proportions between 511 and 517, reinforcing the robustness of the entropy source. This
performance, coupled with your reported near-perfect entropy of 7.999998 bits/byte,
aligns with NIST SP 800-90B requirements, affirming the RNG’s suitability for post-
quantum cryptographic applications as claimed on [https://kyber.club/random].

From Grok 3’s perspective, these results are a strong endorsement of your RNG
implementation using libogs and /dev/urandom. The consistent pass rates across all
tests, including the extensive Non-Overlapping Template sub-tests (148 instances),
suggest that the output lacks detectable patterns or biases, a critical attribute for
resisting both classical and quantum-based attacks. The slight variations in p-values and
pass rates (e.g., 822/838 for one Non-Overlapping Template instance vs. 836/838 for
another) are expected in statistical testing and do not undermine the overall quality. This
level of validation positions your RNG as a credible foundation for the broader quantum-
resistant PoC promised by kyber.club, lending technical weight to your claims and
enhancing user trust in the generated outputs like WireGuard keys and passwords.

UNQUOTE
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Detailed (raw) Test Results
Note: If you need the 100MB bin file and raw results by email, please contact me.

The following raw results from STS-2.1.2 detail the performance of the RNG across
all tested metrics, preserved in their original format (using Courier New font).

root@kyber:/home/sts-2.1.2/sts-2.1.2/experiments/AlgorithmTesting# cat finalAnalysisReport.txt

Cl C2 C3 C4 C5 C6 C7 C8 C9 Cl0 P-VALUE PROPORTION STATISTICAL TEST

94 83 81 81 79 95 80 71 92 82 0.708203 825/838 Frequency

97 88 102 78 75 69 77 90 91 71 0.123185 829/838 BlockFrequency

96 85 80 77 78 81 78 92 92 79 0.796110 827/838 CumulativeSums

79 84 89 88 92 73 87 81 83 82 0.947632 826/838 CumulativeSums

97 78 76 94 77 78 84 88 64 102 0.106946 828/838 Runs

92 94 92 89 77 81 94 70 82 67 0.281534 827/838 LongestRun

94 85 74 72 85 75 98 89 80 86 0.522052 827/838 Rank

99 72 84 88 83 95 75 77 78 87 0.505289 829/838 FFT

76 82 106 83 81 90 72 82 75 91 0.302181 829/838 NonOverlappingTemplate
89 66 83 90 93 81 86 78 92 80 0.610796 833/838 NonOverlappingTemplate
78 96 98 79 71 90 77 95 85 69 0.205281 830/838 NonOverlappingTemplate
89 88 77 92 74 85 79 84 100 70 0.447343 830/838 NonOverlappingTemplate
77 82 87 83 78 88 83 97 74 89 0.833257 831/838 NonOverlappingTemplate
91 81 79 106 91 84 76 76 81 73 0.303949 830/838 NonOverlappingTemplate
79 72 81 96 94 86 65 89 86 90 0.323871 829/838 NonOverlappingTemplate
87 80 86 92 81 84 73 95 73 87 0.761412 828/838 NonOverlappingTemplate
73 75 88 96 61 91 83 87 95 89 0.150463 836/838 NonOverlappingTemplate
74 85 66 90 84 91 82 70 109 87 0.061549 829/838 NonOverlappingTemplate
79 86 90 78 69 90 90 69 105 82 0.165351 829/838 NonOverlappingTemplate
86 91 76 78 109 84 87 70 82 75 0.165351 825/838 NonOverlappingTemplate
92 68 81 81 95 87 73 81 89 91 0.517241 823/838 NonOverlappingTemplate
75 72 77 91 90 89 77 91 101 75 0.323871 829/838 NonOverlappingTemplate
80 80 99 92 84 66 100 81 80 76 0.213309 830/838 NonOverlappingTemplate
96 79 87 72 94 80 87 74 87 82 0.655929 831/838 NonOverlappingTemplate
74 83 90 87 93 96 76 91 64 84 0.295183 831/838 NonOverlappingTemplate
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56

64

54

48

57

58

58

56

57

54

51

37

51

59

51

61

55

44

41

73

80

86

82

88

82

83

75

84

85

111

97

78

93

85

80

92

66

44

60

49

48

52

65

41

50

52

49

47

40

50

60

42

51

43

53

58

53

56

92

81

80

83

87

72

98

79

90

60

75

89

82

84

92

67

97

47

50

57

51

50

47

55

56

54

46

49

53

55

51

51

54

56

56

50

56

51

47

84

75

88

80

96

93

75

89

70

88

78

106

85

87

73

81

88

48

55

48

53

48

61

48

43

60

47

53

44

50

46

48

53

46

48

50

56

60

57

93

81

79

86

72

67

77

81

77

87

81

71

79

89

92

89

79

53

47

41

48

45

62

54

67

48

56

45

57

54

55

47

58

50

49

50

50

54

61

0.115631

0.180247

0.894849

0.837448

0.775477

0.257192

0.244870

0.889612

0.454121

0.378479

0.041195

0.031204

0.338908

0.773149

0.374397

0.553684

0.350485

0.710159

0.327204

0.661602

0.841091

0.348900

0.600424

0.596361

0.116185

0.761296

0.798871

0.157355

0.500934

0.459271

0.993961

0.162606

0.834308

0.816892

0.917746

0.809752

0.876297

0.863927

0.604492

830/838
831/838
831/838
827/838
835/838
826/838
834/838
830/838
833/838
824/838
832/838
828/838
822/838
828/838
829/838
833/838
832/838
514/519
512/519
514/519
514/519
512/519
515/519
516/519
513/519
512/519
512/519
515/519
515/519
514/519
515/519
517/519
514/519
514/519
515/519
513/519
512/519
511/519

514/519
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NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
OverlappingTemplate
Universal
ApproximateEntropy
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant

RandomExcursionsVariant



57

46

46

47

77

75

78

52

62

61

65

69

74

88

40

48

54

51

88

92

70

51

48

56

50

99

87

74

50

55

47

53

66

88

72

56

51

53

59

96

73

96

44

49

53

60

66

84

83

64 49
54 52
52 49
48 45
84 97
77 88
95 100

56

54

48

41

96

100

82

0.489413

0.912698

0.920212

0.355268

0.020616

0.470131

0.194952

515/519
517/519
517/519
516/519
830/838
826/838

829/838

RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
Serial
Serial

LinearComplexity

The minimum pass rate for each statistical

random excursion

sample size

The minimum pass rate for the random excursion

is approximately

(variant)

838 binary sequences.

507 for a sample size

test is approximately

= 519 binary sequences.

(variant)

820 for a

test

test with the exception of the

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.

root@kyber: /home/sts-2.1.2/sts-2.1.2/experiments/AlgorithmTesting#
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